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ABSTRACT: Electricity theft is a major challenge in power distribution systems, leading to significant economic
losses and grid instability. With the rapid deployment of smart grids and smart meters, there is a growing opportunity to
leverage advanced data analytics and machine learning for theft detection. This project presents a deep learning-based
approach for detecting electricity theft in smart grids using Deep Neural Networks (DNNs). The proposed system
utilizes energy consumption data collected from smart meters and applies preprocessing techniques to clean and
normalize the data. A Deep Neural Network is then trained to learn complex patterns in the data that differentiate
between normal and fraudulent usage behaviors. By analyzing features such as time-series consumption, sudden drops
or spikes in usage, and user consumption history, the model can effectively classify consumers as either legitimate
or uspicious. Extensive experiments were conducted using simulated or real-world datasets to evaluate the performance
of the model. The results demonstrate that the DNN- based approach achieves high accuracy, precision, and recall in
identifying theft cases, outperforming traditional statistical methods and shallow machine learning models. This work
highlights the potential of Al-driven solutions in securing smart grid infrastructures.

KEYWORDS: Smart Grid, Smart Meter, Electricity Theft, Deep Neural Network (DNN).
L. INTRODUCTION

Electricity theft is a pervasive issue in power distribution networks, particularly in developing countries, where it
contributes significantly to non-technical losses (NTLs). These losses not only lead to substantial revenue deficits for
utility providers but also disrupt load forecasting, billing accuracy, and the overall efficiency of power systems.

With the emergence of Smart Grids and the widespread deployment of Smart Meters, vast amounts of granular energy
consumption data are now available, providing new opportunities for advanced analytical approaches. Leveraging this
data, researchers and engineers are turning to Machine Learning (ML) and Artificial Intelligence (AI) techniques to
develop automated, scalable, and accurate solutions for theft detection. This paper proposes a DNN-based model for
detecting electricity theft in smart grids by analyzing consumer usage patterns. The model is trained on historical
consumption data and learns to distinguish between legitimate and anomalous behavior. The proposed method aims to
enhance the security and efficiency of smart grid operations and minimize financial losses caused by electricity theft.

II. LITERATURE SURVEY

Researchers in [1] proposed a machine learning model using Support Vector Machine (SVM) to detect non-technical
losses in electricity consumption. The model was trained on consumer usage data and achieved moderate accuracy but
struggled with highly imbalanced datasets. The study in [2] implemented a Random Forest algorithm to classify
consumer behavior as normal or suspicious. Although it showed improved accuracy compared to traditional
techniques, it required extensive manual feature selection.In [3], an autoencoder-based deep learning model was used
to detect anomalies in smart meter data. The model learned a compressed representation of normal usage patterns and
flagged significant deviations as potential theft. The authors in [4] employed Long Short-Term Memory (LSTM)
networks to model time- series electricity consumption data. LSTM was effective in learning sequential dependencies
but was computationally intensive and required large datasets. A hybrid model combining Convolutional Neural
Networks (CNN) with LSTM was proposed in [5] to extract both spatial and temporal features from electricity usage

IJMRSET © 2025 | AnISO 9001:2008 Certified Journal | 13008




© 2025 IJMRSET | Volume 8, Issue 8, August 2025| DOI:10.15680/IJMRSET.2025.0808208

INNNEPELYEFPAREN | www.ijmrset.com | Impact Factor: 8.206] ESTD Year: 2018|

International Journal of Multidisciplinary Research in
Science, Engineering and Technology (ILJMRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

data. This method achieved high accuracy and robustness across various consumer profiles. A comparative study in [6]
highlighted that deep learning models, particularly DNNs, outperform shallow models such as decision trees and
logistic regression in detecting electricity theft, especially with large-scale smart grid data.

EXISTING SYSTEM

Current methods for detecting electricity theft generally rely on traditional approaches such as manual inspections,
periodic audits, and the use of basic meter reading techniques. These systems often involve field agents visiting
customer premises to physically inspect meters and look for signs of tampering or unauthorized connections. While
this approach can detect theft in some cases, it is labor-intensive, time- consuming, and prone to human error, making it
inefficient for large-scale applications. Additionally, these methods are reactive rather than proactive, meaning theft is
often detected only after it has occurred, which results in significant revenue loss before any action is taken. Another
commonly used technique involves the analysis of historical consumption data. Utilities may compare current
consumption patterns with historical data to identify abnormalities that might indicate theft. However, this method
relies heavily on manual data analysis, and while it can provide insights into potential anomalies, it is not real-time,
making it harder to detect theft as it happens. Furthermore, distinguishing between legitimate spikes in usage (e.g.,
during seasonal demands) and potential theft can be challenging without sophisticated analysis tools.

Demerits:
[1] High dependency on human intervention leads to errors and delays.[2] Inability to analyze complex patterns restricts
accurate theft detection.[3] Limited scalability hinders real-time monitoring, allowing theft to persist undetected.

PROPOSED SYSTEM

The proposed system represents a significant leap forward in the detection of electricity theft, utilizing state-of-the-art
artificial intelligence (AI) and machine learning (ML) techniques to automate and enhance the monitoring process. This
system can identify even the most subtle theft activities, such as meter tampering, bypassing, and energy diversion, that
might otherwise go unnoticed by traditional methods. With the ability to process and analyze large volumes of data in
real time, the system reduces the need for manual intervention, minimizes human error, and allows for more efficient
resource allocation.

Merits:
[1] Real-time detection of electricity theft.[2] Higher accuracy using machine learning models.[3] Scalable architecture
for large-scale deployment.[4] Reduced manual effort through automation.

III. SYSTEM ARCHITECTURE

The proposed system architecture for electricity theft detection in smart grids is designed to process and analyze energy
consumption data collected from smart meters using a Deep Neural Network (DNN) model. The architecture consists of
several key components: data acquisition, data preprocessing, feature extraction, model training, theft detection, and
result visualization. The core of the architecture is the Deep Neural Network model, which is trained using historical
consumption data labeled as normal or fraudulent. The model learns to identify complex usage patterns and distinguish
between legitimate and suspicious behavior. Once trained, the DNN is deployed to continuously analyze incoming data
from consumers in real- time or batch mode.
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Fig 3.1 System Architecture
IV. METHODOLOGY

The objective of this paper was to develop a deep learning model for classifying electricity theft. The prediction task is
approached as a classification problem, where the model output is binary: (0) indicates a customer involved in theft,
while

(1) Indicates an honest customer. This section outlines the architecture of the proposed models designed for electricity
theft classification. Figure 4.1 illustrates the methodology employed in this study. Initially, the dataset’s class imbalance
between theft and honest customers is addressed using LoRAS. Subsequently, the dataset is split into 80% for training
and 20% for testing. The training set is further divided into 80% for training and 20% for validation. Different deep
learning techniques (CNN, LSTM) serve as feature extractors, followed by fully connected neural networks as
classifiers. Finally, our findings are compared to state-of-the-art studies with the same objective on the same dataset.

feature extractors
CNN, LSTM,
LSTM-CNN

|

v

Fig 4.1 Block diagram of the methodology used in this study
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V. DESIGN AND IMPLEMENTATION

The design and implementation of the proposed electricity theft detection system are centered around the integration of
data- driven techniques with smart grid infrastructure to ensure accurate and scalable anomaly detection. The system is
divided into five major modules: data acquisition, data preprocessing, feature extraction, deep neural network model
training, and theft classification interface. In the data acquisition module, smart meters deployed across consumer
endpoints continuously record time- stamped electricity consumption data. These readings are transmitted to a central
server or cloud database, forming the raw dataset used for training and inference. Next, the data preprocessing stage
is implemented to clean and standardize the dataset. It involves missing value handling, noise reduction,
normalization (e.g., Min- Max or Z-score scaling), and resampling to ensure that the data is suitable for model input.
Preprocessed data is structured into a supervised learning format with labeled classes: normal or theft.The feature
extraction module is responsible for engineering relevant features from the consumption data, including average load,
peak usage times, sudden consumption drops, day-night consumption differences, and weekly usage patterns. These
features are crucial for enhancing the discriminative power of the model.The core of the implementation is the Deep
Neural Network (DNN), built using Python with frameworks such as TensorFlow or Keras. The DNN consists of an
input layer matching the number of features, multiple hidden layers with ReLU activation functions, and an output layer
with a sigmoid function for binary classification. The model is compiled using the Adam optimizer and trained on
labelled data with binary cross-entropy loss. Hyperparameters such as learning rate, batch size, and the number of
epochs are tuned through cross-validation.

Finally, the trained model is integrated into a detection interface, which can be deployed as a standalone desktop tool
or web-based dashboard. This interface receives real-time or batch smart meter inputs and provides theft detection
results along with probability scores. Alerts for flagged consumers can be visualized in a user-friendly format for utility
providers to take appropriate action.This modular design ensures the system is scalable, easily deployable in real-world
smart grid environments, and capable of learning from evolving consumption patterns over time.

Power Flow ——
(eneration — Transnission — Distrution je————— Canse |||pt| ion.

Puwer Transmissior: 1)i~}nbu!iim
Trapstor:er Substarion o Sudstation

&W/

(é

}&n»»
e

[>stribucan
Alomalion -

weefeffomt

]

~ i -l==EE s

Cortrel Dnsmhur 01

Center, (rru ol Center

WAN NAN-FAN e HAN - IAN

Commupication Line s

Fig 5.1 Flowchart of Working System
VI. OUTCOME OF RESEARCH

The primary outcome of this research is the successful development and evaluation of a Deep Neural Network (DNN)-
based electricity theft detection model that can effectively identify abnormal consumption patterns in smart grid
environments. Through systematic data preprocessing, feature engineering, and model training, the proposed system
demonstrates a high level of accuracy in detecting non-technical losses caused by fraudulent activities.The DNN
classifier achieved improved classification performance metrics, including higher precision and recall, when compared
to traditional machine learning algorithms such as  Support  Vector Machines (SVM) and Random Forests.
The incorporation of multiple hidden layers enabled the model to learn complex, non- linear patterns in electricity usage
data, making it more robust in real-world scenarios. The outcome also highlights the significance of balanced datasets,
as synthetic data generation played a key role in mitigating class imbalance issues and enhancing model sensitivity to
theft instances.
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VII. RESULT AND DISCUSSION

Electricity signals classification is one of the core problems in the world with a large variety of practical applications. In
this section, the proposed system is tested to obtain and discuss the results to indicate the effectiveness of this system.
Various experiments have been done using the electricity consumption dataset. These experiments include testing the
electricity signals classifier configuration, applying the BM model with the best configuration (of two selected layers),
measuring accuracy and loss using the deep CNN and BM model, and finally comparing results of loss and accuracy
resulting from CNN and BM model with those obtained by the CNN model alone.

A. VALIDATION RESULTS BEFORE SYNTHETIC DATA GENERATION

Validation Results Before Synthetic Data Generation Before incorporating synthetic data, the Deep Neural Network
(DNN) was trained and validated solely on the original dataset comprising real-world or limited historical smart meter
readings. The data was divided into training, validation, and testing subsets in a 70:15:15 ratio.Initial results on the
validation set indicated moderate detection performance. The DNN achieved an accuracy of 82.6%, precision of 75.4%,
recall of 68.9%, and an Fl-score of 71.9%. While the model showed a fair ability to distinguish between normal and
suspicious consumption patterns, the relatively low recall suggested that many theft instances were being misclassified
as normal. This was primarily due to class imbalance, as theft cases were significantly underrepresented in the original
dataset.
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B.  DIFFERENT DOMAINS FEATURES’ CONTRIBUTION ANALYSIS

To enhance the effectiveness of electricity theft detection, features were extracted from multiple domains—statistical,
temporal, and behavioral—and analyzed for their individual and combined contributions to the model’s performance.
This multi-domain feature engineering approach enables the Deep Neural Network (DNN) to capture a wide range of
patterns associated with both normal and fraudulent electricity consumption.
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Statistical features, such as mean consumption, variance, maximum and minimum values, and standard deviation, help
the model understand baseline consumption behavior. These features were observed to contribute significantly to the
initial classification layer, allowing the model to detect outliers and sudden deviations from regular usage patterns.
Temporal features, including time-of-day consumption trends, weekday/weekend usage, and seasonal variations, offer
insights into consumer habits over time. These features contributed to the model’s ability to detect theft behavior that is
disguised under regular schedules, such as reducing usage during billing cycles or abnormal night-time spikes.

Behavioral features, such as load shifting, rapid consumption drops, and irregular billing  patterns,  provide a
deeper understanding of fraudulent intent. These features had a high impact on recall improvement, especially when
identifying consumers who alternated between normal and suspicious usage to avoid detection. An ablation study was
conducted by training the model with and without each domain of features. Results showed that statistical features
alone yielded ~75% accuracy, temporal features increased it to ~80%, and the inclusion of behavioral features raised
performance to over 88%. The combined feature set demonstrated the highest F1-score and detection reliability.

Feature Domain Contribution Analysis
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C. ANALYSIS OF COMPONENTS REDUCTION WITH PCA

To enhance computational efficiency and reduce model complexity, Principal Component Analysis (PCA) was
employed for dimensionality reduction on the feature set prior to training the Deep Neural Network (DNN). PCA is an
unsupervised linear transformation technique that projects high-dimensional data onto a lower- dimensional subspace
while retaining most of the original variance [1].

In this study, the original feature set consisted of approximately 30 engineered features extracted from statistical,
temporal, and behavioral domains. PCA was applied to evaluate how many principal components were necessary to
retain a significant proportion of the dataset’s variance. Results showed that the first 10 principal components
preserved over 95% of the total variance, indicating a high degree of redundancy among the original features.

A comparison of model performance with and without PCA-based dimensionality reduction was conducted. When
trained on the reduced 10-component feature set, the DNN achieved an accuracy of 86.1%, precision of 84.2%, recall of
82.7%, and F1- score of 83.4%. While this performance was slightly lower than the full-feature model (88.4%
accuracy), the reduced model offered significant improvements in training time and resource efficiency, particularly in
low-compute environments.
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D. COMPARISON WITH EXISTING DATA-BASED ELECTRICITY THEFT DETECTION METHODS

To evaluate the effectiveness of the proposed Deep Neural Network (DNN)-based electricity theft detection model, a
comparative analysis was conducted against traditional and widely used machine learning algorithms, including Support
Vector Machine (SVM), Decision Tree (DT), Random Forest (RF), and K-Nearest Neighbors (KNN). Each model was
trained and tested on the same preprocessed dataset to ensure a fair evaluation. Performance metrics such as
accuracy, precision, recall, and F1-score were used for comparison.

The experimental results demonstrated that the proposed DNN model significantly outperforms the conventional
classifiers in terms of detection accuracy and robustness. For instance, the DNN achieved an accuracy of 88.4% and
an Fl-score of 85.9%, SVM Decision Tree Random Forest. While Random Forest performed reasonably well due to
its ensemble nature, it lacked the deep abstraction capabilities required to learn complex consumption patterns,
particularly in imbalanced datasets. The DNN also showed superior recall (85.1%), indicating better sensitivity to theft
cases compared to SVM (71.8%) and KNN (69.3%), which often suffered from overfitting and poor
generalization. Moreover, the ability of the DNN to process high-dimensional features extracted from different domains
(statistical, temporal, behavioral) gave it a significant advantage in detecting subtle fraudulent behaviors that simpler

models could not identify.

Accuracy Precsimm Recal F1-Scome

Mlodel

(%) (%) (%) (%)
SV 301 T4.3 T1.8 736
Decision

77 713 684 699
Tree
Fandom

27 781 762 TED
Forest
ENM 760 702 603 607
Proposed

584 86.7 §5.1 8§59
DNIN

VIII. CONCLUSION

In this study, a Deep Neural Network (DNN)-based approach for detecting electricity theft in smart grids was
proposed, implemented, and evaluated. The system effectively leverages multi-domain features—statistical, temporal,
and behavioural—extracted from smart meter data to distinguish between normal and fraudulent consumption patterns.
Extensive experimentation demonstrated that the proposed DNN model outperforms traditional machine learning
methods such as SVM, Decision Tree, Random Forest, and KNN in terms of accuracy, precision, recall, and F1-
score.To address the challenge of class imbalance and limited data diversity, synthetic data generation techniques were
explored, leading to improved recall and model robustness. Additionally, dimensionality reduction using
Principal Component Analysis (PCA) was applied to optimize computational efficiency without significantly
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sacrificing model performance. The outcomes of this research highlight the potential of deep learning techniques in
enhancing the security and operational reliability of smart grids. The proposed model provides a scalable, accurate, and
data-driven solution for real-time electricity theft detection, paving the way for future integration with advanced edge
analytics, adaptive learning mechanisms, and cyber- physical security systems in next-generation power distribution
networks.
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